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1. Introduction

1.1 Purpose

The feature specification provides a mapping of the product requirements generated by PLM and System Engineering onto the system architecture and derive the associated component and system level requirements. 

1.2 Scope

This document contains functional specification of features that involve SIP Signalling. Particularly, it covers SIP Connector (SIP NSE) and SIP Component of NewStep Client (dual mode or DCE). Requirements captured in this document may not be limited to the SIP connector only; some of the requirements involve interfacing with the CSE and other components.

1.3 Audience

The audience of this document is for solution primes, architects, system test team, and development. Development primes that use SIP in the solution should read this document as well, as some of the SIP requirements in R3.5 involve in a larger feature.

1.4 Related Documents

	Description
	Version

	Product Requirements, Release 3.5
	0.4

	Support for Supplementary Services, Release 3.5, M. Raguparan

	1.2

	NewStep SIM Authentication feature, Zoran Milojevic
	0.2


2. Feature Overview
2.1 Support SIP INVITE without SDP (CR 224) R3.5-73
Starting from Release 3.5 SIP Connector should be able to handle SIP INVITE without SDP (no offer). While being very legitimate option, SIP Connector could afford to miss this feature since it was not used by media gateways, switches and phones that SIP Connector has to communicate so far. But it is not the case anymore. Integration with CCM5 and other PBX and Feature Servers requires SIP Connector to handle INVITE with no SDP in all possible call flows including initial call establishment, handoff, handback and pickup call. SIP Connector should also support session modification that starts without initial offer, i.e. support reINVITE and UPDATE without SDP. Moreover, now SIP Connector can generate INVITE without SDP itself and have more efficient and robust message flows.
Generally, the receiving of INVITE with no SDP by SIP user agent is interpreted as request to provide offer. The user agent must provide SDP in 200 OK or another first reliable provisional response (18X in case 100rel option is enabled). The call originator must provide SDP answer in either ACK or PRACK (if offer was provided in 18X and 100rel is enabled).

The diagram bellow illustrates typical message flow for call establishment with for INVITE with no SDP.


[image: image2]
The CR 224 requires the solution to be compatible with gateways and switches that don’t support INVITE without SDP. The flow below shows the possible call establishment sequence when parry A sends INVITE with no SDP and party B does not have capability to handle INVITE without SDP.
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The first phase (block A) of call establishment process brings both legs to CONNECTED state. Template SDP is used in the first INVITE to party B. The successful completion of the first phase also ensures that the parties don’t have media compatibility problem. But since the template SDP was used in the initial INVITE, there is no media connectivity yet and further processing is required.
The second phase (block B) modifies session to establish media stream between the parties. This flow starts with reINVITE with no SDP sent to party A and is completed with providing SDP4 as answer in ACK message. This flow assumes the ability of part A to handle reINVITE without SDP. This assumption is reasonable, since party A proved this ability by sending initial INVITE with no SDP.
The alternate solution suggested in CR description (http://209.82.33.40:8080/bugzero/servlet/download/Handling+initial+INVITE+with+no+SDP+_feb26'07_.pdf?projectId=Change_Request&trail_id=1400&filename=Handling+initial+INVITE+with+no+SDP+_feb26%2707_.pdf) is shown at block C. It doesn’t use reINVITE without SDP, but assume that SDP4 is equivalent to SDP2 which might be not the case.
The second phase of the flow can be reused in Join state machine for two connected legs.
SIP Connector will apply one of the following rules regarding using INVITE without SDP:

· INVITE is enabled, reINVITE is enabled.

· INVITE is enabled, reINVITE is disabled.

· INVITE is enabled, reINVITE is allowed only of the party already used INVITE with no SDP.

· INVITE is disabled, reINVITE is allowed only of the party already used INVITE with no SDP.

· INVITE is disabled, reINVITE is disabled (also used for backward compatibility)
This rule will be configured on level of SIP Connector instance.
Additionally, CSE can override this policy on per domain or CRC base. It will require an additional optional parameter(s) in RouteSelect, EstablishCall, TransferCall, ReconnectOrigination and Join messages. Particularly, RouteSelect may provide information for both origination and destination legs.
SIP Connector uses set of state machines responsible for call leg handling in different phases of call treatment. These state machines are invoked based on initial state of involved legs and required operation. To accommodate INVITE without SDP support, some of state machines will be enhanced and new state machine will be implemented. The decision regarding which state machine should be invoked depends (in addition to call leg state and request type) on SDP availability and on ability of involved peers to handle INVITE with no SDP. The additional information will be provided in design documents.
2.2 Subscribe/Notify support
Prior to release 3.4 SIP Connector provided partial SUBSCRIBE/NOTIFY support. It covers:
· Unsolicited WMI notification (NOTIFY only)

· DTMF detection using subscription to telephony event package in context of established INVITE dialog. The subscription duration is limited by call duration.

· Forwarding NOTIFY messages as result of implicit subscription that follows REFER request

Release 3.5 requires SIP Connector to support subscription to the various event packages. The purpose of the subscription is to obtain and monitor status of the subscriber, subscriber’s devices registration and mailbox. The received information is delivered to CSE and may affect service logic and trigger some other activities as sending voice mail notification. 

SIP Connector should allow CSE implementing different policies of using subscription based on type of service and scalability constraints. SIP Connector will provide interface that allows CSE to create subscription and control subscription lifetime.
· Establish Subscription- create subscription session and subscription dialog. Among other parameters (URIs, event package) this request will accept optional expiration timeout and auto renewal flag. Default timeout value is preconfigured. 
· Terminate Subscription- terminate the subscription session and dialog. Optional parameters specify whether SIP Connector should forward information received in final NOTIFY.  
· UpdateSubscription- sent in context of existing session, refresh subscription with option of changing subscription parameters and expiration time. In addition further automatic subscription renewal can be enabled.
If auto renewal is enabled SIP Connector should refresh subscription without involving CSE. In case of transient subscription failure SIP Connector should retry subscription attempts when both attempts number and retry interval are preconfigured.

SIP Connector will respond with the following messages:
· SubscriptionFailure- is sent if SUBSCRIBE request was rejected by notifier or subscription renewal has been failed. 
· Notify- forward received notification. It also provides the current subscription status (active, pending, terminated)    

The following diagram show the typical subscription call flow with auto refresh option enabled
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Specific event packages will use specialized versions of the messages, that defines event package to be used, constructing of SUBSCRIBE body and interpretation of NOTIFY body.

Setting session expiration equal ‘0’ in the original request fetches the status once, subscription is terminated immediately.   
The following event packages should be supported:

· Registration event package (RFC 3680, TS 24.141)-R3.5-74
· Presence event package (RFC 3856, RFC 3863)-R3.5-75- excluded from scope of release 3.5
· MWI (RFC 3842)-R3.5-76
First two packages may require incorporating XML parser in SIP Connector.
SIP Connector still should be able to support unsolicited MWI notifications.
More detailed information regarding support of specific event packages will be provided in design document.
It is assumed that no authorization support is required in order to establish the subscriptions. SIP Connector should be able to send unsolicited NOTIFY requests triggered by CSE request. 

In addition, SIP Connector will be required to support sending of unsolicited NOTIFY. Currently it will be used to propagate Message Waiting Indication to client.
2.3 SIP Connector client side authentication support

Currently SIP Connector provides limited support for client side authentication by forwarding the far end (uas) authentication challenge back to the client. This approach can work only in context of simple call when both legs are in matching states. There are numerous cases when there is no client leg which can handle challenge request. The solution can be provided by interaction with CSE. 
Currently there is no plan to enhance client side authentication support.
2.4 HLR Based Authentication (deferred)
HLR Based Authentication involves most of CSN components. This section concentrates only SIP components enhancements required to enable this feature.  For additional details please check SIM Authentication FS (http://newstep/development/projects/r3.5/Shared%20Documents/Requirements/SIM%20Authentication%20-%20Feature%20Specification.doc)
2.4.1 NewStep phone (R 3.5-36)
When digest algorithm is set as AKAv1-MD5 client applies authentication mechanism as defined in sections 3.3-3.4 of RFC 3310 with adaptation to GSM as described in SIM Authentication feature spec
SIM based authentication uses authorization response calculated using activating algorithm on SIM card instead of preconfigured password.

Client should be able to support both AKA and HTTP authorization. The mechanism is chosen based on algorithm directive received in challenge.
Client should support caching of credentials, which requires support for cnonce and nonce-count parameters (R 3.5-37)
The following are extracts from RFC 3261 (section 22.2 and 22.3) regarding credential caching in case of user-to-user and proxy authentication:
   “UAs SHOULD cache the credentials for a given value of the To header

   field and "realm" and attempt to re-use these values on the next

   request for that destination.”

   “The following rule is RECOMMENDED for proxy credential caching:

   If a UA receives a Proxy-Authenticate header field value in a 401/407

   response to a request with a particular Call-ID, it should

   incorporate credentials for that realm in all subsequent requests

   that contain the same Call-ID.  These credentials MUST NOT be cached

   across dialogs; however, if a UA is configured with the realm of its

local outbound proxy, when one exists, then the UA MAY cache credentials                for that realm across dialogs.”  

The intension is to reuse the cashed credentials across dialogs to different destination, which is possible only in case of Proxy Authentication. Client reuses cached credentials as long as it didn’t receive new challenge with stale nonce indication. It is desirable to enable credential caching for standard (digest HTTP) authentication as well.
2.4.2 SIP Connector supports SIM based authentication.

Release 3.4 of SIP Connector introduced authentication support, which should be extended in order to accommodate HLR authentication feature.

SICC GetAuthContextResponse message should include Authentication Vector. The maximal number of credential reuse is configured on SIP Connector in addition to currently configured nonce expiration time. If usage counter specified by client in nonce-count parameter exceeds the maximal usage number or doesn’t match reuse counter on server, new AV should be obtained from CSE and new challenge should have stale parameter set to true. New AV should be also required  in case of nonce expiration timeout. SIP Connector should support Proxy Authentication (using Proxy-Authenticate header) to enable credential caching by client.
Authentication context scope should not be limited to single call leg (as it today)
New AKA(Authentication and Key Agreement) Authentication Policy should be implemented as per RFC 3310 with GSM adaptation as described in SIM authentication feature spec
SIP Connector should notify CSE regarding authentication failure (CSE can check whether SIM has been replaced and new IMSI is available)

Only MD5 algorithm is supported (no MD5-Sess support)

2.5 SIP Connector TLS Support (CR 226) R3.5-78
SIP Connector supports SIP/TLS only for incoming call setup, implemented to support SIP/TLS for DCE. This TLS support should be extended to support both incoming and outgoing transactions, in both two-party and simring call scenarios. The TLS transport should be also supported for non-INVITE transactions (SUBSCRIBE, MESSAGE, NOTIFY, OPTIONS)
SIP connector should support both secure (TLS) and insecure (UDP/TCP) transports concurrently. 

For outgoing calls the transport is chosen based on URI schema (sips for TLS). SIP Connector doesn’t support NAPTR DNS query.
CSE can reject insecure incoming calls originated from domains and/or by subscribers which are configured to use secure transport only. The transport information will be provided as an additional parameter to cover cases when incoming call was received through TLS but sip (rather than sips) URI was specified in R-URI or Route header. 
SIP connector should support multiple certificates. At least one certificate should be configured and used as default if not specified by CSE. CSE can provide certificate id as parameter in requests that are resulted in creating new dialog, subscription, registration or out-of-dialog transaction.

Certificate deployment should be covered by O&M subsystem.

2.6 Enabling control channel between Client and CSN

Client uses SIP transport in order to obtain from CSN call establishment and treatment instructions. Prior to release 3.5, this mechanism was used solely for Direct Call Establishment (DCE) call as anchoring mechanism in MVNO deployment. DCE used media-less SIP call over GPRS. Parameters and user part of contact header URI are used to provide client Identity and location information and obtain destination number.

Release 3.5 extends this approach and allows the client to receive routing and network selection instructions. Differently from currently implemented DCE, this instruction can be received using WiFi transport and the CSN response includes additional information such as network selection along with anchoring and handoff requirements. Both SIP Connector and SIP Client Component should accommodate these changes. 

Here is a list of items to be decided:

· Which SIP mechanism should be used for the data exchange between client and CSN? Should it be INVITE transaction as in case of DCE? Here are alternatives:

· Always start call in WiFi network when WiFi coverage is available. Response (200 or 30X) will provide client handoff policy or/and instruct client to establish call in cellular network. 
· Using INVITE dialog as in case of GPRS DCE, but differently from DCE preserving the same dialog for subsequent call attempts and passing parameters within body of INFO/200 messages. INFO transaction less resource consuming then new dialog establishment.

· Using standalone transaction such as MESSAGE

· Should TLS or/and TCP be supported? In this case once established TLS session (TCP Connection) can be reused by subsequent call attempts.

· Encoding rules (can be finalized as part of the design). 

The current decision is to start call in WiFi network when WiFi coverage is available. Both INVITE and 200 OK will include an additional information that enables policy based routing and network selection, similarly to current DCE approach. Instruction provided in 200 OK may require client to drop WiFi call and re-establish call in anchored or not-anchored cellular network. 

Alternatively to using user part and parameters of contact header (current approach for DCE), CR 184 requires support for Remote-Party-ID header for CSN-client data exchange.
2.7 Maintaining dialogs with active subscription after receiving BYE (CR 225) – (should be added to PRD)
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This call flow requires dialog to be maintained after receiving BYE as long as there is active subscription implicitely created by REFER. From SIP Connector prospective it means refer subscription awareness and keeping network call after receiving BYE and association with CSE Session has been cleaned. 
2.8 SIP Connector REFER support

“In model-2, when the PBX is incapable of call transfer on the trunk interface, e.g. CCM4.x, CSN server should provide the call transfer feature”(from Supplementary Services requirements for Release 3.5)
· Both blind and consult transfers should be supported. 
· SIP Connector should update transferred party using UPDATE request with new Remote-Party-ID header.

· The decision whether REFER should be relayed or handled by SIP Connector requires interaction with CSE.
· Transfer can result on disconnecting subscriber from the network call. Therefore upon successful transfer completion SIP Connector should notify CSE specifying the leg that was removed from the network call so CSE can terminate further service for this call.
2.9 CSN Federation model support

In addition to DCE call termination SIP Connector should be able to forward DCE request to another (hosted) CSN. More details to be provided.
2.10 SIP Connector implementation and design improvements

This “wish” list below was compiled by SIP Connector team:     
· Major cleanup. This will bring:
· an unified style for the code
· verify/realign code to the initially accepted naming convention;
· simplify the code:
· enhance data using as much as possible smart object technology;
· remove code that is not used;
· eliminate duplications( same code with different name );
· improve code self documenting( use Together );
· improve/simplify event classification, event ownership and life time;
· improve code performance;
· improve robustness( recover in wrong conditions );
· Architectural/Design enhancements:
· Move PRACK handling to the stack;
· Enhance transaction based event processing;
· Enhance data exchange between stack and event handler;
· Enhance transformations;
· Analyze solutions for multithread - processing;
· Import solution for Sicc redesign;
· Extent and improve STATISTICS package – take more statistics [f.i. current cps], implement ring-buffer for events in the system. - improve CONDITION package [rules for legs, memory usage-.

· Make OAM commands instead of using UNIX signals [trace call, print call snapshot, print statistics report, print/log last 20-min events happened in the system]
2.11 SIP Client Enhancements (Req 3.5-84, Req 3.5-85)
· MWI using unsolicited NOTIFY and message summary package. This mechanism replaces MESSAGE method that is currently used for MWI notification over WiFi. 

· Blind and Consultation Transfer using REFER method and replaces header (for consultation transfer). 
· Transfer progress should be updated in GUI (as result of subsequent NOTIFY). In case of transfer failure calls should be recovered to their initial states. 
· Transfer is supported only for calls in CONNECTED and HELD state. 
· No transfer is allowed when handback is in progress. 
· Client is not required to handle incoming REFER requests.
· When two WiFi calls are present on the device, both blind and consultation transfer can be invoked. In this case blind transfer request is applied to currently connected call.

· Transfer activation button(s) should be enabled only in case of WiFi calls.

· Hold & Resume. Hold method should be configurable and support the following options:

· Black hole IP (Old fashioned)
· sendonly

· inactive

Note: no RTCP support is provided for held call as it may be required by some UAs.

· Calling and Connected Party Information (CLIP, CLOP) - Client shall process the Remote-Party-ID (party=called) information received in 200OK (INVITE), UPDATE, or INVITE to display the connected party information. Client GUI should reflect updated party.
· Three Way Conference (3WC)- currently client uses third party media server for media mixing. Release 3.5 requires using PBX “meet me” feature. 

Currently each client is provisioned with media server IP and generates unique URI by incorporating its MDN in URI user part. New approach requires centralized allocation of conference resources. The following approach is suggested:

Client establishes the first conference leg through CSN. CSN allocates mixing resource, forward call to this resource and returns the URI of allocated resource back to client in 200 OK (Contact or Remote-Party-ID header). Then one of the following options can be considered:

· Similarly to today’s approach, client behaves as B2B UA and parks two participant legs on allocated mixer resource URI. This approach requires minimal changes on client and allows client to keep track on participants’ connectivity. This approach requires client to play role of B2B for participant calls and suffers longer handback time.    
· Client sends REFER on participant legs specifying URI of mixer resource in Refer-To header. Depending on deployment model (see “Support for Supplementary Services” document by Ragu) the REFER is handled by either CSN or PBX. This approach can leaves client with on leg to mixing resource only, allows speeding up handback process. As disadvantage, client loses control over call leg of conference participants. Additionally using PBX mixing after handback is inconsistent with way of conference that was created in cellular domain initially.
Session Timeout should be enabled on conference call legs in order to clean “dead” conferences (for example in case of sudden WiFi abruption)
Supplementary services implementation should be compatible with the following PBX and feature servers:
1) Sylantro 

2) CCM

3) Broadsoft

The further details including actual message flows are required, but the assumption is that only minimal adjustment might be necessary.

2.11.1 TLS support for WiFi calls (should be implemented as part release 3.4.1)
Starting from release 3.4, TLS transport is supported for DCE calls only. Now TLS transport should be supported for WiFi as well.

The assumption is that both WiFi and DCE can use the same certificate authority to authenticate server as well as the same personal certificate (if required). Therefore single TLS Engine will be sufficient.

TLS connection lifetime in case DCE is limited by single DCE transaction. TLS Connection used for WiFi calls doesn’t have such limitation. Once established, connections can be reused for subsequent calls and registrations.
There should not be limitation on number of calls that reuse the same connection concurrently (up to 5 as in case of current conference implementation)       
Once local IP has been changed (as result of roaming between access points), TLS connections will be reopen using updated local IP.
Certificate deployment should be integrated with Enterprise IT infrastructure and is covered by O&M subsystem. 
3. O&M Requirements

· Provisioning of new configuration parameters (the list will be finalized in design phase)
· Default subscription timeout

· Subscription retry counter

· Subscription retry interval
· INVITE handling policy

· SIM based authentication AV reuse limit

· Certificates and keys provisioning required for TLS support
4. Test Considerations

Existing SIP Connector unit testing framework uses SIPp test scripts to send SIP messages and there is a Sicc provider that controls the Sicc interface call flows. The set of scripts should be extended to support new call flows including:

· REINVITE with no SDP support

· SUBSCRIBE support (including unsolicited NOTIFY)
· REFER processing 

· DCE forwarding 

· To Be Expanded

5. Planning Considerations

	Component
	Activity
	Time, week

	Client (SIP Only)
	HLR Authentication and Credential caching
	5

	SIP Connector
	HLR Authentication 
	5

	Client (SIP Only)
	Anchoring Policy
	2

	SIP Connector
	Anchoring Policy
	2 

	SIP Connector
	SIP INVITE with no SDP
	6

	SIP Connector
	SUBCRIBE/NOTIFY (infrastructure)
	4

	
	Registration package
	2

	
	Presence package
	2

	
	MWI
	1

	Client
	Receiving unsolicited MWI
	1

	Client
	UPDATE support (Remote-Party-ID)
INVITE with no SDP
Hold method
	3

	Client
	Transfer (BCT, CCT)
	3

	Client
	Conference
	2

	Client
	Sylantro, CCM. Broadsoft
	No details are provided, but the assumption is that the implementation will be according RFC and compatible 

	SIP Connector
	Support outgoing NOTIFY as per Ragu call flows
	1

	SIP Connector
	CR 225 (NOTIFY after BYE propagation)
	3

	SIP Connector
	Code Cleanup
	3
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